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Microsoft’s vision: Cloud OS

Development       Management Identity       Virtualization Data



Microsoft Azure Cloud Leader on IAAS in Gartner



Microsoft Leader in PAAS



Microsoft Azure Leader in Cloud Storage



Microsoft Azure Leader in Disaster Recovery as a Service



Microsoft Azure 
Active Directory



Microsoft 
Enterprise Mobility 
Suite -EMS





Microsoft SCCM – Client Management Tools – leader 
for 11 years



Microsoft & Gartner



Gartner client endpoint protection
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System Center Endpoint Protection AV TEST

https://www.av-

test.org/en/antivirus/business-

windows-client/windows-

10/december-2015/microsoft-system-

center-endpoint-protection-4.8-

154674/

https://www.av-test.org/en/antivirus/business-windows-client/windows-10/december-2015/microsoft-system-center-endpoint-protection-4.8-154674/
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System Center Endpoint Protection AV TEST
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https://www.virusbulletin.com/testing/results/recent/v

b100-antimalware/microsoft-ff

https://www.virusbulletin.com/testing/results/recent/vb100-antimalware/microsoft-ff
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https://www.icsalabs.com/vendor/microsoft-corporation

https://www.icsalabs.com/vendor/microsoft-corporation
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http://www.checkmarkcertified.com/enterprise/

http://www.checkmarkcertified.com/enterprise/
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Windows Server 2016 Security

Hyper-V (Fabric) Security

Protecting virtual machines

 Shielded VMs (Server 2012, 2016 guests)

 Guarded fabric attesting to host health

 Secure boot for Windows and Linux

Hyper-V platform

 Nano based Hyper-V host

 Virtualization Based security

Secure containers

 Hyper-V containers

 Containers hosted in a Shielded VM

Infrastructure and application 

security

Privileged Identity

 Credential Guard

 Just In Time administration

 Just Enough administration

Threat resistance

 Control Flow Guard

 Code Integrity (Device Guard)

 Built in anti-malware

 Nano Server reduces attack surface

Threat detection

 Enhanced threat detection



https://gallery.technet.microsoft.com/shielded-vms-and-

guarded-98d2b045

https://blogs.technet.microsoft.com/datacentersecurity/201

6/06/06/step-by-step-creating-shielded-vms-without-

vmm/





http://Aka.ms/LAPS

http://Aka.ms/CyberPAW

http://Aka.ms/LAPS

http://aka.ms/LAPS
http://aka.ms/CyberPAW
http://aka.ms/LAPS










































Microsoft and Interoperability

“DHMC runs both Windows Server as guest operating systems under 

Hyper-V, as well as Linux. To date, DHMC has virtualized Web servers, 

sites on Microsoft Office SharePoint® Server, reporting servers, 

medical applications, domain controllers, file and print servers, Citrix 

servers, and more.”

Dartmouth Hitchcock Medical Center Case Study

Microsoft commitment to support Linux –

Red Hat, CentOS, SUSE, Open Suse, Debian, 

Ubuntu, Oracle Linux and FreeBSD 10 on 

Hyper-V or Azure; 

System Center supports administering non-

Windows platforms: Linux: Red Hat, CentOS, 

SUSE, OpenSUSE, Debian, Ubuntu, Oracle 

Linux; Unix (IBM AIX, HP-UX, Oracle Solaris) 

and Mac OS X systems

System Center Virtual 

Machine Manager  manages Hyper-V and 

VMware ESX servers









File Based StorageBlock StorageSAN AlternativeHyper-Converged Cloud Fabric



Storage Spaces Direct

Storage Spaces Replica

Storage QoS

FS



https://technet.microsoft.com/en-us/windows-server-docs/storage/storage-

replica/storage-replica-overview#synchronous-replication



 Segment network to meet 
security needs

 ACLs on both directions

 Can protect Internet and 
internal traffic

 Enables DMZ subnets

 Associated to subnets/VMs 
and now NICs

 ACLs can be updated 
independent of VMs

Virtual Network

Backend Mid-tier Frontend

VPN 
GW

Internet

On Premises

ExpressRoute
and VPNs



Windows 
Server 

2008 R2

Windows 
Server 
2012

Windows 
Server 

2012 R2

Windows 
Server 
2016

RemoteFX vGPU

• Hyper-V integration

• DX 9 support

RemoteFX vGPU

• DX 11.0

• VM connect with vGPU

• GPU management

RemoteFX vGPU

• DX 11.1 support

• Higher video memory

• Up to 2560 x 1600 

resolution

• Scale improvements

RemoteFX vGPU

• OpenGL 4.4 & OpenCL 1.1

• 1GB dedicated VRAM

• Up to 4k resolution

• Server VM support

• Improved performance

DDA

• Full API support*

• Native GPU driver support

• Maximum performance*Verify card support for this configuration with GPU vendor





System Center

E2E on-premise 
monitoring experience

 End-to-end monitoring and 
diagnostics of 
infrastructure and 
workloads

 Alerts, notifications and 
other controls

 Strong native support, and 
incremental 3rd party

 Integrates with other on-
premise systems

Cloud-inspired & 
platform agnostic 

 Data analytics

 Bottomless capacity and 
elastic scalability

 No infrastructure to 
maintain

 Innovations on-boarded 
at a faster rate

Operations 
Management Suite 

(OMS)

On-demand & hybrid 
monitoring experience 

 Hybrid extensions (across 
on-premise and cloud)

 Transition between day-to-
day monitoring and 
analytics driven diagnostics

 Better aligned to market 
requirements

 Wider and deeper health 
insights

System Center + 
Operations Management 
Suite (OMS)



System Center
Unified management for the Cloud OS

Azure Pack

Service model

Orchestrator 

Service 

Manager

Service 
admin

Customers

Microsoft

Customer

Service 

Provider
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Why Microsoft for Management & Virtualization

Low TCO/High ROI

 Lower upfront investment costs

 Lower deployment, management,

 and maintenance costs

 Extends current 
IT investments

Datacenter to Desktop

 Full range of products and 
solutions

 Large partner ecosystem

The Platform You Know

 Single management platform

 Use the skills, tools, and 
processes you already know

End-to-End Management

 Physical, virtual  machine and 
application management

 Interoperate with existing 
Microsoft infrastructure

 Easily manage a 
heterogeneous environment



Benefits of System Center

SCOM
SCOM

SCCM & 
Endpoint Protection

DPM

Service Manager
Virtual Machine Manager & 

SCOM

Orchestrator



–
Continuously available file-based server application 
storage with shared storages through enhanced 
Scale-Out File Server management

– Unify management by 
adding Microsoft Azure subscriptions to VMM and 
perform basic actions on Azure instances. Deploy 
Storage Spaces Direct, both in hyper-converged 
and disaggregated topologies. Centrally manage 
Hyper-V hosts, host clusters, and SOFS with VMM. 
Single point to manage multiple hypervisor 
platforms, including support for VMware ESX hosts 
and vCenter servers 

Managing fabric resources and clusters – Centrally 
monitor end-to-end storage performance and 
create policies to meet quality of services. 

Gain control and visibility of 

core infrastructure

Virtual Machine Manager



Rich dashboards – Monitors the key elements of 
the infrastructure: physical, virtual, hardware, 
software, and within applications and presents the 
key information through simple visual dashboards

Centralized alerting – OpsMgr collects information 
about monitored services and raises an alert if 
there’s an issue

Topology views – Visualize key systems and 
applications across physical and virtual

Maintenance schedule – Schedule maintenance 
at a future time, schedule maintenance jobs, and 
view modes from a single screen

Extend OM with OMS – Configure assessment, 
alert management, and capacity planning by 
connecting OM with OMS

Comprehensive infrastructure 

& application monitoring

Operations Manager



Network monitoring in Operations Manager
Advantages of System Center

Network Summary Dashboard –
provides a view of important data 
for the nodes and interfaces of the 
network

Nodes – A node can be any 
device connected to a network. 
Nodes can be switches, routers, 
firewalls, load balancers, or any 
other networked device



Extensibility via partners
Operations Manager management pack catalog representative partners

http://pinpoint.microsoft.com/en-US/category.aspx?catid=1&fpf=700004

http://pinpoint.microsoft.com/en-US/category.aspx?catid=1&fpf=700004


Extensibility via partners



Extensibility via partners
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Storage Monitoring 
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Java EE monitoring-supported platforms



Microsoft 
acquired 
BlueStripe – to 
be integrated in 
System Center 
and Operations 
Management 
Suite 

http://mscorp.blob.core.windows.net/mscorpmedia/2015/06/Announce_June_10.png
http://mscorp.blob.core.windows.net/mscorpmedia/2015/06/Announce_June_10.png


IT Service Management – Service Manager provides 
incident, problem, change, & release management.  
Service & request offerings, along with SLA 
Management, are also in the box

ITaaS – Rich Self Service Portal based on SharePoint 
providing role-based access to the service catalog

Integration – Connectors simplify and streamline 
integration between Service Manager and other 
System Center components

Business intelligence – Powerful data warehouse for 
rich, integrated reporting

Cloud Services Process Pack – Free download 
providing pre-built service requests, request 
offerings, and runbooks

Online meetings – Connect, share, and schedule 
meetings online with Skype for Business and Lync

IT Service Management with 

System Center integration

Service Manager 



Workloads – DPM protects key workloads, at a 
granular application level, up to every 15 minutes

Disk/Tape/Azure – DPM supports protecting short-
term to disk, long-term to tape, and Azure for 
cloud backup

Centralized – With integration with OpsMgr,
the central console enables management of
all DPM servers from a single location

Scalable – 800 VMs per DPM server, parallel 
backups, page-file exclusion, Live Migration 
support

Mixed mode clusters – Protect data in mixed mode 
clusters during upgrade without interruptions

Encrypted VMs – Backup Virtual TPM enabled VMs 
VHDs/VHDXs encrypted with BitLocker

Centralized protection for key 

VMs and applications

Data Protection Manager

DPM 2012 R2 with Update Rollup 11 (25 August 2016) – backup for VMWare 

5.5 and 6.0!!!

https://blogs.technet.microsoft.com/dpm/2016/08/26/four-

simple-steps-to-backup-vmware-vms-using-sc-dpm/

https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/


A single portal for all your 

management tasks. No infrastructure 

to maintain.

It’s simple

Onboard fast. No content to create. 

Connects to your on-premises 

datacenter.

Time to value

Add new servers, or connect to your 

existing management tools within 

minutes.

Easy to integrate

Manage workloads across Windows 

and Linux, hybrid and public clouds, 

Azure and AWS.

Hybrid and open

Complements your System Center 

investment to unleash new 

management scenarios.

Extend System Center



Gain visibility across your 

hybrid enterprise cloud

Log analytics Automation

Orchestrate complex and 

repetitive operations

Availability

Increase data protection 

and application availability

Security

Help secure your 

workloads, servers, and 

users

Security and best practices 

assessments: AD, SQL , malware, 

change tracking, audit
Assessments















































Workloads – Azure Backup Server protects key 
workloads, at a granular application level, up to 
every 15 minutes.

Disk/Cloud – Azure Backup Server supports 
protecting short-term to disk, and long-term to 
cloud.

Centralized –integration with Operations 
Management Suite, the central console enables 
management of servers from a single location.

Azure Integration – Azure Backup Server supports 
archiving data up to Windows Azure

Low-Cost DR

Scalable – multiple VMs per Azure Backup server, 
parallel backups, page-file exclusion, Live Migration 
support

Centralized protection for key 

VMs and applications





System Center + OMS

 VM capacity planning and management

 Integrated disaster recovery for VM workloads

 Cloud backup and long-term retention

… & many more to come!

Better Together

Monitoring

Provisioning

Protection

 Web based alert management

 Efficient server discovery and agent deployment 

 Centralized log repository




