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IT&C Monitoring — “No Time for Downtime”

= Many systems to monitor

= When an incident occurs,
iInvestigations can be very time
consuming.

= Could we have detected the incident
earlier?

* Are we still compromised or at Risk?

= Let’'s hope not.....
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Current monitoring is not scalable.. Silo’d tools
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Dynamics of Current Conditions

Skilled Personnel

Complexity
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Presenter
Presentation Notes
So we have an increasing threat landscape, with a decreasing IT personnel and tools to manage in this environment and only after a breach occurs is when many organizations turn to SIEM tools and they are now becoming very common in organizations that need to manage against compliance standards, as these tools provide the audit data needed to validate their efforts. As well as in organizations looking for better and faster ways to detect and manage threats and breaches.


So what is SIEM

Collect »

= Security Information & Event Management
« E”r'ch = Input — Collects logs
= Transformation - Analysis/Correlation

= Qutput — Alerts/Reports/Dashboards

Correlate

May 6 17:55:48 squid[1773]: [ID 702911 local4.info] 192.168.20.39 1715 2.2.2.2 172.16.10.6
3128674 ---- - [06/May/2008:17:55:48 -0700] GET "http://mail.abc.com/mail/?" HTTP/1.1 302
1061 568 "http.//www.abc.com/" "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.14)
Gecko/20080404 Firefox/2.0.0.14" TCP_MISS:DIRECT
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SIEM vs. FortiSIEM

Skilled Personnel

Threat Intelligence

Rapid & Flexible Integrat

Gartner SIEM Capabilities

Complexity
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Unified NOC & SOC
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Scalable Architecture

Supervisor
Core functionality

Shared Storage
 NFS or Elastic

Hypervisor

« Vmware

« KVM

« AWS

* HyperV

Hardware *

« 2000F

« 3500F
F:=RTINET

* Hardware cluster support from 5.1.3/5.2.1

« Scale out performance
~ « Distributed query and event processing

Worker Nodes

Collectors

Physical or virtual
Local or remote site

Event collection
Pre-processing
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Presenter
Presentation Notes
Our virtual appliance architecture uses a 3 tier structure to provide an easily scalable solution that can start as a small single node deployment, and rapidly scale to a large, high performance system.

The Supervisor node provides core functionality, and in a smaller solution can deliver an all-in-one system.

Worker nodes are used in conjunction with the supervisor node to scale event processing and reporting. 

Collectors can be used to provide remote site log collection, and to offload log collection from the supervisor or worker nodes for increased scalability.



FortiSIEM Incident Remediation

Supervisor
1. Rule triggered
2. Incident generated
3. Remediation actioned

Collector

Enforcement Device
—_— 1. Enforces remediation action

1. Block/ quarantine device

. 2. De-authenticate user

3. Etc...

Multi-vendor remediation

1. Remediation script executed
/ 2. Enforcement device reconfigured

Inbuilt remediation script library
Custom remediation script support
Automatic or manual remediation
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Presenter
Presentation Notes
A key part of incident response is acting quickly to contain a threat. FortiSIEM incident remediation functionality provides automatic or manual remediation against an incident.

Remediation actions are script based. There are approximately 30 python remediation scripts included out of the box, supporting a range of vendors, actions and device types. 

Custom remediation scripts are also supported. 



Multi-tenant Architecture

Multi-tenant Database

Super/ Worker cluster
with shared storage

F:=RTINET

Multi-tenant collector
(More on this later...)

Dedicated per-organization collector
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Presenter
Presentation Notes
Collectors provide a number of key benefits

Remote Site Log Collection
When deployed at a remote site, collectors provide local log collection, initial log processing, compression and secure upload to the Supervisor/ Worker node in the data center. 

Performance Monitoring Event Collection
Collectors offload performance monitoring jobs, SNMP and WMI log collection from the central Supervisor and Worker cluster. This improves performance and scalability.

MSSP Customer Separation
In a multi-tenant service provider environment, each customer has their own collector(s), which provide log separation in addition to the benefits listed above.


FortiSIEM CMDB Summa

8 CMDB

@& DASHEOARD

M ANALYTICS

A INCIDENTS

W CASES

|l RESOURCES

== TASKS & ADMIN

Device Summary

AWS Account

AWS Instance |

Auto Asset
Discovery
&
Auto Asset
Categorization

L |

Configuration
Auditing

Device Detalil

r =
7 11 10 3 0 0 0
= Toras Routers Firewalls Windows Unix ESX AWS Azure
CMDB > Devices > Network Device > Firewall
w Network Device
Mew Edit Delete Q L Actior
irewall
Agent Event
Router Switch Name P Type Status Discovered Method Agent Policy Status Status
WPN Gateway FG2400! 192.168.2.1 Fortinet FortiQS Pending Sep 10 2019, 02:49:49 PM SNMP Marmal
Network IPS FG240D: 10.10.240.1 Fortinet FortiOS Pending Sep 10 2019, 02:48:49 PM SNAMP
Security Gateway FGT0D 10.10.100.1 Fortinet FortiOS Pending Aug 22 2019, 10; LOG
WLAN Controller FGWMO4: 10.77.1.3 Fortinet FortiOS Pending Aug 22 2019, 10:17:48 PM LOG
WLAN AP FortiGate50B 172.16.255.82 Fortinet FortiOS Pending Sep 10 2019, 02:48:50 PM SNAMP Normal
Load Balancer
Multiplexer HOST- ] 10.10.240.6 Cisco ASA = T TUU 24 2019, 01:14:38 PM LOG
Printers P 2=t 172.16.1.2 Palo Alto PAN-05 Pending Sep 10 2019, 02:48:50 PM SNMP Critical
<4
Voice Gateway 172.16.3.10 Juniper 55G Screen0S Pending Jul 24 2019, 01:10:51 PM LOG Critical
WAN Accelerator 5J-Main t 192.168.19.65 Cisco ASA Pending QOct 10 2016, 10:30:05 AM SNMP, PING Normal
b MNetwork Segment
* Server Summary Properties Monitor Software * Hardware = Conﬁgurationmﬂumm
Windows
General Health Overview
Uni
e Hame: FortiGate30D Access IP: 10.1.1.1 Availability Health: @ Up Performance Health: @
Netware Device Type: Fortinet Fortids Version: Fortigate-20D v4.00.1,build02750279,10... Avg CPU Util: 100 NN Avg Mem Util: 41
D el (s Importance: Important HW Serial #: .
Contact Info: 1 Location: usa office Incidents(last 24 hrs)
» Appliance Description: fortizgate 90D By Severity: High: 1 Medium: 0 Low: 0 By Category: Ava
05400 Pe
. Member of 4 Groups P Sed
Generic -
Group #1: /Network Device/Firewall
Warkstati isti
oristation Group #2: /Metwork Device/Metwork IPS pratisie
Storage Group #3: /Network Device/Security Gateway Created: Jul 24 2019, 01:11:42 PM via LOG
R — Group #4: /Network Device/WLAN Controller Last Discovered: Sep 10 2019, 02:48:50 PM via SHMP
Last Updated: Sep 10 2019, 02:4%:02 PM via SMMP
Interfaces: 5 Processors: 0
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Presenter
Presentation Notes
The integrated CMDB provides additional functionality for servers and network devices
Device details, assisting with asset management
Performance, hardware and software data
Configuration change auditing
Auto device categorization based on discovery parameters

The CMDB can also be referenced in the analytics interface, allowing queries to be more easily built by referencing assets via the GUI. No need to remember server IP addresses!


CMDB Performance and Availability Monitoring

Fortigate90D Health

0 x
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Performance Data

E&OOO L

Additional Data
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Presenter
Presentation Notes
Performance information is available in the CMDB, as well as via dashboards and analytics

The slide shows the CMDB device health view, which provides a summary of useful performance data for supported devices, including:
Availability and performance summary
Uptime and round trip response
Associated incidents
CPU and memory performance
Network interface utilization
	


CMDB Business Services

Business Services Dashboard + | ¥ Business Services Dashbo... % < L
= A
Business Service Dashbeard All Severity ~ || Drilidown £ 1minute ~ | Update @ 11:35:08

High Incidents: 2
Medium Incidents: 0
Top 5 Impacted Devices: FortiGate90D (1); QA-EXCHG (1)

1 0

Firewall Service

DHCP/DNS Service

1 0
High Medium High Medium
Business Services Dashboard v | £ Business Services Dashbo... X . L
0 0 0 0 0 —
High Medium High Medium High
EusiessiSsivicelDashboand All Severity ~ | Overview | < 1minute ~ | Update @ 11:35:44
Business Service
Name Organization Perf Status Perf Status Trend Security Status Avail Incidents Perf Incidents Security Incidents Other Incidents
» Group disparate devices ° —— °
DHCP/DNS Service Super @ I ° Autn Sen"iac:léiv:;ur:cmems or
* Monitor via dedicated dashboards ° — L
. . IS0 27001 Service Super ] _ =] Total Uni:L?:ﬁr?cidenIsﬂ
® Report, alert and monltor Crltlcal MIST 800-53 Service Super @ _ @
Se rvi Ces PCI Service Super -] I @ ]
SANS Critical Contr Super @ _ @
VEN Service Super @ I ]
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Presenter
Presentation Notes
FortiSIEM business services allow an organization to group together the different devices and applications involved in delivering a critical service in a single logical group.

This group can then be monitored as a logical entity. Business services can also be referenced in queries and reports, providing a business-oriented approach to a traditionally technical function.




Dashboards

e Multiple dashboard types

« Widget

* Device Summary
» Business Service
* |dentity & Location
* Interface Usage

- PCI

Dashboard slideshow

Customizable data visualization

Multi dashboard support
RBAC
Shared dashboards

==RATINET

& DASHBOARD s ANALYTICS
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6 (TCP),16376 29.72 KB
17 (UDP),4500 {IPS.. 19.0Z KB -
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Presenter
Presentation Notes
The dashboard interface is intuitive and flexible

Different visualizations allow data to be presented appropriately for the use case

Custom dashboards can be created to meet custom monitoring requirements

Role based access control allows organizations to limit access to dashboards on an as-needed basis.


Dashboard Visualizations

‘ASHBOARD [}

o New Widgets» | § Firewall X o
+| T

caliex
Last & hours@12:48

Choropleth - Firewall Deny: Top Blocked Destinations By Connection Count

Country/Region: Uniled Slale
Count: &
Total Value:

Mzg data £2019 Google, INEGI | Tems of Use

zaligx
Last & hours(®12:48

Top Source IP By Count

COUNT(Matched Events)

192.166.200.12
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= ——

Firewall Deny: Top Blocked Internal Sources, Ports By Connection Count

Wide range of data

layout: 1Column~ | & &£ & @
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Sunburst - Firewall Deny: Top Blocked Inbound Connections By Count

COUNT{Matched Events)
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« Bar and line chart
« Table
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Bubble

* Donut

 Heat map
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e ... and more!
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L —128.241.216.163,50684,50.415.66.114:28
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Zafigx
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Permitted SRC to DST - DH cafex °
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53 (DOMAIN)

25 (SMTP)
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FortiSIEM Analytics

@ DASHBOARD e ANALYTICS A& INCIDENT il CASE £ CMDB lsd RESOURCE = TASK o ADMIN

= Analytics
& Action « | E % [1] Search x [2] Top Event Types
u Real time e~ | Time - E~ | QFRun Chart f
Top Event Types - Last 10 Minutes 15m 1
= Historical :
2000 | = || — [ ]
= 2000+ prebuilt reports
. . 1000
= 600+ inbuilt rules
EJD_—___——_—— Tt 11 T T ¢ [ [ e e o B o e e PRy g—
" CUStom rUIeS and re portS ’ Feo 1st, 2010 11:42 11144 1145 1143 a7 114z 1140 1150 1151
(O Show Event Type 1/14
= Easy to use GUI
. Event Mame Count
u M u Itl ta b Windows Filtering allowed a connection 10,102
Permitted IP traffic by policy 9,979
u Easy to u Se q u e ry Temperature measurement 4,527
b " Id Metwork Interface utilization stats for a device 3,420
u I e r Denied IP traffic - likely connection reset 3,003
(0 FortiGate appctrl ips pass 2,827
O Denied traffic 2,451
[0 Wwindows logon success 2,033
O windows logoff 2,029
O windows local or domain-via-NTLM authentication successful 1,%69
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Presenter
Presentation Notes
The analytics page provides an easy to use interface for querying logs.

The menu driven query format allows queries to be easily built, with no requirement for complex query languages or 

Queries can be exported as PDF or CSV, saved as reports to be run again in future, or be used as the basis for custom rules.


Incident Summary Dashboard
At-a-Glance View of Triggered Incidents

e ANALYTICS & INCIDENTS B CASES £ CcmDB Ll RESOURCES == TASKS &5 ADMIN

@& DASHEOARD

B Overview | ELlist | L~ Risk [l Explorer

Security

Incidents by
Category

\,

Incidents
by Host

__—

Top Incidents
by Type

OFolicy: File Backed Up to Cloud

OPolicy: Monitor Command Line Usz
=T Lstomer Defined Policy Vi

Orolicy: Uploads of sensitive data t

12

= 1 minute = =celect Rows* ‘D Time Range: Last 2 Hours =

Incident by Category +* ¥
Performance Availability Change
High High High
- - v 4
2 5 0

Top Incidents

Policy: Customer Defined Policy Violation High Severity Inbound Permitted IPS Exploit Policy: File Backed Up to Cloud Policy: Uploads of sensitive data to non-EEA _ Manual Service Started

192.168.22.10

82.200.196.142

14.102.50.227 7 5 4
187.32.97.241

124.107.135.126

213.41.120.34 -

Top Impacted Hosts - By Severity / Risk Score

THREATSOCDC 192.168.22.10 WINZK8 192.168.22.16
Ml Windows Server 2008 33

@Manual Service Started OHigh Severity Inbound Permitted Il Oserver Disk Space Critical OVNC from Internet
Sudden Increase in Server Proce Ohalware found by firewall but not OMultiple Logon Failures: Domain
Sudden Increase in System Mem 9 4 3

Domain Controller User/Group |
Windows Groups Changed
Windows User Created -
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Incident Explorer
Dynamically Explore FortiSIEM Incidents

@ DASHBOARD e ANALYTICS & INCIDENTS ( 3 sl RESO 5 ASKS ©F ADMIN
B Overview | EList | l»Risk | Ll Explorer | & Category: 4 Selected = Status: Active = | D Time Range: Today 01:31:45 PM to 03:31:45 PM =
Incident Trend by Severity
. 58
Incident i . s
| 2 |
»
[rend Graph o :
ren I’ap 1 5 z ! - 8145442 1 , L2
B |+ ] - |
B . | ] i ] Bl
Sep 10th, 2019 14:00 14:30 :
Incident Host P User
Server Disk Space Critical 1 = [Empty] 43 = [Empty] 117 - [Emoty] 95 -
Sudden Decrease in Reported Events .. 34 . 38 192.168.0.40 36
I nCident HOSt I P User added to Administrator Group 5 = 36 10.1.1.33 35
I I Exgessive ICMP unreachables: same h... i a 28 192.168.20.1 22
and l |Ser Panels Policy Uploads of sensitive data to n... 5 15 192.168.3.1 22
Running Config Change i 6 172.16.0.4 ]
Madbiala | mmne Cadlueae WK 1 M A ot 10 40 4 T A =
Related Incidents 2224 » M
A Last Occurred Incident Source Target Detail Resolution
Sep 10 2019, 03:31:30 PM Excessive Denied End User Mail ToU..  192.168.88.16 Open
Sep 10 2019, 03:31:30 PM Excessive End User Mail 192.168.88.16 Triggered Event Count: 63 Open
Sep 10 2019, 03:31:30 PM Heavy ICMP Ping sweep 172.16.22.137 Triggered Event Count: 181 Open
. Sep 10 2019, 03:31:30 PM Excessive End User DNS Queries 172.16.0.1 Triggered 2 Open
I n CI d e nt Sep 10 2019, 03:31:30 PM Excessive Denied DNS Queries 192.168.200.12 Triggered Event Count: 126 Open
>
FG240¢ -
a e 0 Sep 10 2019, 03:31:00 PM Multiple Logon Failures: VPN 85.243.247.32 192.168.3.1
Dynamic — Click to Drill D
Sep 10 2019, 03:31:00 PM IPS detected network scan from sam...  192.168.25.201 yn a IC IC O rI Own
Sep 10 2019, 03:31:00 PM Excessive Denied DNS Queries 192.168.89.2 Triggered Event Count: 122 Active Open
Cam 10 IALE AT, 314.00 Dk bhslbdmba | e Emils 231 778 177 &4 FG240r - T e il Enimunds Erisamba A B Anbise Amanm i
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Risk Dashboard
User and Entity Risk View

HBOARD s ANALYTICS & INCIDENTS 5 £ cMDB

Entities by Risk

73 20 6 83

Devices Users High Risk Low Risk

Device Risk Score

O1lay~

Pverview 1= List

S u m m a ry Ba r Current Risk 1 day Trend Incidents in L,
< FG240D18 M - I :

Risk Score Trend

ultiple Admin Login Failures: Net Device  Sudden Decrease in Reported Events From A Host  Sudden Increase In Firewall Connections

Brute Force Host Login Success  Multiple Logon Failures: VP

Risk Score
@

= C Clear Incident
o 1200 1400 1800 100 20000 2200 © Create Event Dropping Rule 0290 04100 o0 1800 1000 '
Incident Timeline & Create Ticket K ¢ 11 8 > N
Sep 11, 2019. 11:03 AM (Active) created severity Incident Multiple Logo % Disable Rule times on during Aug 22, 2019 11:00 PM - Sep 11, 2019
11:03 AM with parameters incidentCount:7 Triggering Events o fE—r——
11:01 AM (Active) created low severity Incident Multiple Logon Faili ¥ Edit Rule G during Aug 22, 2019 11:07 PM - CI ICk to ACtlon
2019 11:01 AM with parameters incidentCount:68 Triggering Events @ Edit Rule Exception
10:33 AM (Active) created severity Incident Multiple Logo * Export Incident nes on during Aug 22, 2019 11:22 PM - Sep 11, 2019 10:53

AM with par ers incidentCount:9 Triggering Events

= Notify via Email

10:46 AM (A, created severity Incident Multiple Logon Fa & Remediate Incident on during Aug 22, 2019 11:15 PM - Sep 11, 2019 10:46 AM
D . R. k T. I . with parameters incidentCount:9 Triggering Events G .
eVICe IS Ime I ne E 19 hours earlier.... LIRun External Integration...
: -
Copyright @ 2019 Fortinet, Inc. All rights reserved. Organization: Super User: j 8 Sl o reffents (€6 Vi Powered by AccelOps, A Fortinet Company 5.2.5 (1727)

==RATINET © Fortinet Inc. All Rights Reserved. 19



User Entity Behavior Analytics

2



“There are known knowns.
These are things we know that
we know.

“There are known unknowns.
That is to say, there are things
that we know we don't know.

"But there are also unknown
unknowns. There are things
we don't know we don't know.”

- Donald Rumsfeld

RTINET © Fortinet Inc. All Rights Reserved.



Fortilnsight Machine Learning

Machine
Learning

-
I
C

 The Fortilnsight Machine
Learning capability allows
users to detect ‘unknown
unknowns’

* For example: Leavers — Bob is
about to leave his job, and his
behavior has changed. This is
hard to detect with rules alone

F "RTINET

Profile
Building

* Builds profiles of normal

behavior so that it can
detect abnormal behavior

Easy
Setup

O

 Easy to set up and starts
learning user behavior
without configuration

User
Tracking

» Uses UBA to track users
and detect threats, by
looking at patterns of
human behavior

© Fortinet Inc. All Rights Reserved.



Fortiinsight

Feature Set
Endpoint
Agent —é

Non-intrusive, lightweight
endpoint agent

Alerting

Rules
map policies and compliance into alert

Machine Learning
detect anomalous threats

F "RTINET

Push-

Central
Architecture (% Analytics _'\N\'

Rapid deployment and No need to push policies

instant protection to endpoints

Network Threat [——
Monitoring Hunting
See where your data is going and where 7 day record

it's coming from, even when it's off your of all activities

corporate network
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Unique 5-Factor Telemetry Model

Engineered to detect insider threats

Fortilnsight

Wherever a machine is located
and whatever network the
machine is connected to,
Fortilnsight captures the key
information from 5 anchors to
deliver insights built upon, the
key metadata and behavior
analysis around:
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Machine Learning

* Use Visualization and
summary table to find what's
important to you

» Users, Entities,
Tags for scoping

» Feedback mechanism

* Pivot on Threat Hunting
for context
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A Al Alerts

I . _’_ __ = ’ acmeltd _temp1
_ _— . - acmeltd__sales1
UES SAT SUN

‘WED THURS FRI

acmeltd _engineer2
MEDIUM ® HiGH -

Show: « Expand « Severity « Time(UTC) + Tags User « UserName « Application « Activity « Resource
Searchreturns 112 results
v Feedback

Previous 2 Next

© Fortinet Inc. All Rights Reserved.



Threat Hunting

* Interactive search of the
event record

« 7 days of full history

« Summary Tabs —
use to refine search

Show Summary Tabs

Show: « Time(UTC)

* Event List —
sortable and selectable
columns

Extension

190

019 13:09:35 ‘

/2019 14:34:10
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'(:3' Threat Hunting

Endpoint

Folder

acmeltd engmeer2‘
acmeltd__engineer2 ‘

acmeltd__engineer2 ‘

acmeltd__engineer2

Endpoint Name

.hro me.exe

@  chrome.exe

@  chrome.exe

@  chrome.exe

User

« UserName «

15 ..of365

tepi/

vii.torproject.org:44.

vii.torproject.org:443 -

tcp://savii.torproject.org:443 -

Application

V\ItOIDIDJECtOIg"Hu >l

+ Resource « Activity

Search returns 36,484 results

Next 100

e E————

wisershadministrator\downloads\torbrowser-install-6.5.2_en-us.exe ‘ file downloade:

dministrator\downloads\torbrowser-install-6.5.2_en-us.exe ‘ file downloade:

> c\users\administrator\downloads\torbrowser-install-6.5.2_en-us.exe

‘ file downloade:

> c\users\administrator\downloads\torbrowser-install-6.5.2_en-us.exe file downloade:
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North/South Data Movement

(’

* Map — at a glance data @ Network
sources\destinations

* View data coming into the
organization and leaving it

« Activity search filters on file

downloaded\uploaded

» Top users, hostnames,
applications, & countries
for easy filtering

* Low level event data
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Policies

* Live view of alerts, as they happen

* Selectable timeframe — date & time range,
or selectable week view

* Click on alerts to drill down
for event details
» Packed events

* Filter alerts using search

» Use Summary Table to narrow
your search
» User
* Entities
* Labels
* Policies

* Pivot to Threat Hunting

» Gain context

* Export data as csv
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A Policy Alerts

£ From: 2019-03-2500:00:00

MEDIUM [ ]

Show: « Expand « Severity « Time(UTC) « Labels + Framework « Policy Name Endpoint « Endpoint Name

« UserName « Application « Activity « Resource

Previous 2 3 Next

File Backed up to Cloud 84

‘ Uploads of sensitive data to non -EEA countries ‘ ﬂ 58

Protect Sensitive Folders - Board Minutes 42

4

‘ Removable Media Audit B 10 21

Search returns 235 results

_———— =
= ____________ ==
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FortiSIEM - ADC integration

H Exchange :)
Challenges

= Need to add servers as apps grow y ({-’,S |

= Ensure application availability
= Maximize server utilization
= Need to inspect encrypted traffic

Solution
FortiADC Application Delivery Controller

= Server Load Balancing
= Health checking

= Persistence
SSL Offloading

Advantages
= Add multiple servers to meet needs

= Users see increased response and uptime
= Up to 25% increase in per server capacity
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FortiSIEM - SD-WAN monitoring

|:l Office 365 salesforce @
Skype for Business

L slack

" )

Percentage of application Considered SééS Easier to Deploy Lower user acceptance
have already moved to cloud vs On Premise Applications for SaaS applications
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Presenter
Presentation Notes
Source : Gartner Impact of IaaS, PaaS and SaaS on Software Spending



Dynamic WAN Path Controller and Measurement

Application Steering

":_:':- a:an

Saas

salesforce
WAN Path Measurements

] Office 365

Dynamic Application Fail-over
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Simplify with Secure SD-Branch

L=

FORTINET
SECURITY IPSec Tunne| =——
FABRIC Broadband e—

FortiAP

SD-Branch ww.w
FortiGate /

Data Center

* WAN Path Controller

* Application Awareness

» Zero Touch Deployment
* Device Consolidation

TLLL.
Al

Internal
Servers

aws
- n LogMe® Secure SD-WAN e
Google Cloud — @
1] Office365 3 Dropbox CiTRIX i FortiSwitch
C—)
FortiGate
= G 25 Mbps =) 100 Mb Secure SD-WAN
3 ()]~ l I « il
o DR@ (2 I “ : <&
_g Provisioning  Threat SIEM & Monltorlng & NGFW Internet o 8
E Server Intelligence  Analytics Management § §
o o
” -
o) >
—-w o j \j
© - FortiSwitch s P
E.g m' a a % P MPLS ortiSwitc \}\}
55 iy S
wwn & FortiGate
50 Mbps

Secure SD-WAN Capabilities

* Next Generation Firewall (NGFW)
» Improved WAN Link Performance
* Dynamic Application Distribution

* Multi-Transport Support

* Centralized Management

* Single-Pane-of-Glass Monitoring

* |dentity-Based Policy

* Service Level Agreements (WAN Metrics)
* Traffic Shaping & Policing

==RATINET
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http://forticlient.com/
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